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Introduction to the NLSv2

� stream cipher (pseudorandom generator)

� Australian proposal (2007)

� eSTREAM phase 3

� profile 1A

� variable key and IV length

� 1284bit security

� good performance



NLSv2 construction

� 324bit words

� simple 324bit operations (XOR, rotation, 

modular addition, bit4wise AND, SBox)

� internal state 18 words (576 bits)

� autentication: Mundja MAC

� 3 components – NFSR, NLF and counter



Internal structure



Functions

� NFSR:
rt+1[16] = SBox((rt[0] <<< 19) + (rt[15] <<< 9) + Konst) ^ rt[4]

� SBox: 32 bit to 32 bit

� NLF:
outt = NLF(σt) = (rt[0] + rt[16]) ^ (rt[1] + rt[13]) ^ (rt[6] + Konst)

� Counter – every f16 round:
rt+1[2] = rt+1[2] + t

Konst = outt+1



Testing environment

� MS Windows XP SP3 32 bit

� Intel Core i5 M520 @ 2.4 GHz

� 3 GB RAM

� MS Visual Studio 2010 C/C++ compiler

� Generator Benchmark (Martin Hutník 2012)

� 30 000 tests for each category

� 100 generated sequences for each test < 1 MB



Testing application



Algorithm implementation description

� cycling the register:
1. real

2. virtual

3. combination – real (short) and virtual (long)

� internal state: register as unsigned int array

� preprocessor directives



Implementation no.1

� virtual cycling for each keystream length in a 

same way

� index access – always modulo:

s4>r[((s4>zero)+i) % N]

� benchmark results:
• 498,9% .. 4 B

• 4131,9% .. 32 B

• 4129,9% .. 67 B

• 4548,6% .. 1 KB

• 4530,2% .. 1 MB



Implementation no.2

� length>=N*4: generated by complete phases 

with 17 defined rounds

� length<N*4: 17 incomplete phases with 1416 

rounds, need to shift register to state “zero == 0”

� benchmark results:
• 4232.7% .. 4 B

• 1.2% .. 32 B

• 43.0% .. 67 B

• 414.7% .. 1 KB

• 410.9% .. 1 MB



a) average time

b) instant time

red curve – reference 

implementation

blue curve –
implementation no.2

Benchmark results, 67 bytes



Implementation no.3

� based on the implementation no.2

� enhanced instantiate function

� switch replaced by if4then4else construction

� benchmark results:
• 4272,3% .. 4 B

• 46.6% .. 32 B

• 25,0% .. 67 B

• 412,1% .. 1 KB

• 43,6% .. 1 MB



Implementation no.4

� virtual cycling for each keystream length

� shorter lengths with buffering of 17 words

� no modulo when accessing register:

t = 1: t = 1: t = 1: t = 1: ROUND(0,1,2,4,7,14,15)ROUND(0,1,2,4,7,14,15)ROUND(0,1,2,4,7,14,15)ROUND(0,1,2,4,7,14,15)

t = 10: t = 10: t = 10: t = 10: ROUND(ROUND(ROUND(ROUND(10,11,12,14,0,7,8))))



Benchmark results

44,4%100 B

45,1%500 B

20,0%24 B

19,0%32 B

27,9%27,9%27,9%27,9%67 B

14,8%12 B

13,8%8 B

16,1%4 B

EnhancementEnhancementEnhancementEnhancement
Keystream Keystream Keystream Keystream 
lengthlengthlengthlength

0,0%1 MB

6,3%2 MB

41,9%2 KB

0,2%4 KB

41,9%10 KB

40,5%100 KB

5,2%4 MB

46,1%1 KB

EnhancementEnhancementEnhancementEnhancement
Keystream Keystream Keystream Keystream 
lengthlengthlengthlength



a) average time

b) instant time

red curve – reference 

implementation

blue curve –
implementation no.4

Benchmark results, 4 megabytes



Conclusion

� Results:
• faster generation of short keystreams up to 28%

• slower generation of middle sized keystreams up to 5%

• faster generation of longer keystreams about 5%

� Future work:
• profiling analysis of the tested implementations

• find reason why middle sized keystream generation is slow

• other improvements of the cipher NLSv2 (quality, statistical 

tests, etc.)
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